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Abstract

Data has become the most valuable asset for many com-
panies; loosing important data can cause companies to fail
quite immediately. The protection of data inside storage
systems is mostly achieved by using a RAID scheme that
adds redundant data to user data, enabling recovery from
single or multiple disk failures. This protection against
data loss in case of a disk failure can be achieved either by
dedicated hardware or a software RAID solution.

One major advantage of software RAID is that it comes
for free as a built-in functionality in many operating sys-
tems like Linux or Microsoft Windows. The drawback of
the built-in functionality is that it is not suited to run in
multiple server environments; synchronization and recov-
ery processes can be corrupted if more than a single server
is allowed to access a software RAID volume.

In this paper, we present an enhancement for the Linux
md-driver that enables a consistent usage of RAID in mul-
tiple server environments. Based on the V:DRIVE virtu-
alization environment, RAID volumes can be consistently
synchronized and recovered even in distributed environ-
ments. Besides the architectural concepts, we present
measurements that indicate the viability of this enhanced,
distributed version of md.

1 Introduction

Data growth has become a major challenge in IT adminis-
tration, requiring the management of hundreds of storage
systems inside single environments. A first step to en-
able the management of such a large number of disks has
been taken in 1988 by Patterson, Gibson, and Katz [10].
They introduced five different RAID levels to overcome
the limitations that have been imposed by a single, large,
and expensive disk. These single disks did not only lack
capacity scaling requirements but also were not able to
guarantee the required availability and reliability. RAID
has been and is an important research filed, see e.g. [4]
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[6] [13] [14]. RAID solutions can either be implemented
in Hardware or as a software add-on to the underlying op-
erating system.

One major advantage of software RAID is that it comes
for free as a built-in functionality in many operating sys-
tems like Linux or Microsoft Windows. The drawback of
the built-in functionality is that it is not suited to run in
multiple server environments; synchronization and recov-
ery processes can be corrupted if more than a single server
is allowed to access a software RAID volume.

Software RAID solutions have become an interesting
objective for research on storage performance and stor-
age reliability. Brown et al. have introduced availability
benchmarks for RAID environments and have presented
reconstruction measurements on Linux, Sun Solaris, and
Windows 2000 environments [3]. Besides others, they
have outlined the trade-off between a short system recon-
struction time and the system performance during recon-
struction.

Staelin has compared different software RAID imple-
mentations for Linux and Windows XP [12]. He has
shown that the Linux md driver for the kernel version 2.4
is significantly slower than its Windows XP counterpart
and has proposed possible improvements on Linux kernel
and block layer design.

Different distributed software RAID environments that
enable the concurrent access from multiple servers have
been implemented inside distributed files system [7] [9].
Due to Shinkai et al., the implementation inside file sys-
tems overcomes problems with distributed locking, recov-
ery and caching. Similar results have been presented in
[8], evaluating software RAID file systems based on sim-
ulations.

Inside this paper we present a distributed RAID ap-
proach that decouples block level driver functionality
from the tasks of a distributed file systems. This enables
a simple set up of distributed RAID functionality that
is based on standard RAID drivers developed for single
computer environments. Based on an implementation in-
side the V:DRIVE storage management environment [1],
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we present measurement results for synchronization and
recovery in distributed RAID environments.

The outline of the paper is as follows: In section 2, we
will give a short introduction into the V:DRIVE storage
management environment. In section 3, we present the
fundamental differences between building software RAID
mirrors in single server environments or in a distributed
environment. The focus is on the synchronization process
after setting up a new mirrored volume. We will describe
the integration of the standard md RAID solution into
the V:DRIVE storage management environment. Mea-
surement results for this coupling are presented in sec-
tion 4. Inside this paper, we compare the performance be-
fore, during, and after synchronization and recovery. Fur-
thermore, we will present comparison results between the
original version of the md tools and the distributed ver-
sion.

2 V:DRIVE storage management
environment

Inside this section we give a brief introduction into the
V:DRIVE storage virtualization environment for Linux
2.4 and Linux 2.6. This introduction is restricted to the
properties of V:DRIVE which are required for the under-
standing of this paper. For a more detailed description of
V:DRIVE, see e.g. [1].

In V:DRIVE, physical volumes are grouped in storage
pools. These storage pools are not accessed directly, but
by the abstract concept of virtual volumes which are ex-
ported to the accessing servers. The properties of a virtual
volume have not to be related to the properties of the un-
derlying storage pool. It is possible to create a virtual vol-
ume with a capacity much bigger than the capacity of the
storage pool, unless the used capacity of the set of virtual
volumes does not exceed the physically available capacity
of the storage pool. Each virtual volume can be concur-
rently used by an arbitrary number of servers.

The capacity of each disk in a storage pool is partitioned
into minimum sized units of contiguous data blocks, so
called extents. The extents are distributed among the stor-
age devices according to the randomized Share strategy
which is able to guarantee an almost optimal distribution
of the data blocks across all participating disks in a storage
pool (see [2]). The typical size of an extent varies between
4 MByte and 512 MByte.

The core component of V:DRIVE is a clustered meta-
data appliance that stores and distributes information
about the SAN environment. This information includes
the physical volumes, the storage pools and virtual vol-
umes, and the set of extents which are already assigned to
the different virtual volumes (see Fig. 1).
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Figure 1: Distributed environment based on V:DRIVE.

Inside the V:DRIVE environment, each Linux server is
running a small driver module that presents its virtual vol-
umes to the host operating system. Each time the server
accesses an address of a virtual volume that belongs to a
new extent, the server has to send a request for the loca-
tion of the extent to the metadata appliance. The access is
delayed until the reception of a valid extent location an-
swer from the metadata appliance. To speed up following
request to the extent, the extent location is stored inside an
extent cache.

Communication between the metadata appliance and
server is done through standard TCP/IP sockets. Both,
metadata appliance and server are listening at defined
ports for communication requests.

3 Distributed Synchronization Pro-
tocols

This section gives an overview about the architectural
changes between the single server md-environment inside
Linux 2.4 and Linux 2.6 and an environment that can sup-
port an arbitrary number of servers working together on
a concurrently accessed volume. After briefly present-
ing synchronization and recovery for single server envi-
ronments, we will present the distributed synchronization
protocols and the required architectural changes inside the
V:DRIVE environment. The proposed changes can be
also integrated directly into the md driver environment.
Inside this section we only handle a simple RAID 1
scheme; all statements can be generalized to other RAID
levels. We will briefly sketch the required changes.

3.1 Single Server Environments

Guaranteeing a consistent view on the synchronization
and recovery process is straightforward in a single server
environment. If a n-way mirrored volume, consisting of n
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storage subsystems, is synchronized in a single server en-
vironment, the following simple changes have to be done
during the synchronization or recovery process for stan-
dard accesses to the mirrored volume:

1. Write-Access: Write to each of the n storage subsys-
tems.

2. Read-Access: Always read from the storage subsys-
tem that acts as original volume for the building or
recovery of the n-way mirror.

Running concurrently during synchronization or recov-
ery, the original data has to be copied from the original
volume to the n — 1 mirror volumes.

Based on standard buffer caching mechanisms imple-
mented inside the Linux kernel, no locking is required
during the the synchronization process. Furthermore, a
write-back of the buffer caches to the physical volumes
has only to be triggered at the end of the synchronization
Or recovery process.

Keeping this mechanisms in mind, the kernel buffer
mechanism inside Linux 2.4 and Linux 2.6 ensure a con-
sistent synchronization of the environment.

3.2 Distributed Locking Protocols

Moving to a distributed environment, one (or more) server
has (have) to take responsibility for synchronization and
recovery processes. In this section, we will concentrate on
synchronization. Measurement results for synchroniza-
tion and recovery will be presented in section 4.

The main task in managing multi server environments is
to guarantee a consistent view on the managed data. This
consistency has to be ensured on two different levels:

e File System / Database: The file systems / database
has to ensure cache consistency between different
server working on the same file system.

e Block Level: The block level drivers do not contain
enough information to guarantee a consistent view
on the files and the cache usage of multiple servers.
Nevertheless, the block level driver has to ensure a
consistent view on the devices during synchroniza-
tion and recovery of failed disks.

Without implementing a distributed locking mecha-
nism, the synchronization and recovery of mirrored vol-
umes will produce data inconsistencies (nearly) each time
when a server accesses or changes a data block during
the synchronization of this block. Therefore, the synchro-
nization and recovery process implemented inside md has
to be replaced by a distributed mechanism, implementing
locking schemes for all servers.
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Figure 2: Distributed Synchronization Protocol.

The protocol for synchronization of an already existing
virtual volume A with a new virtual volume B to form a
mirror is outlined in Fig. 2.

The protocol starts by creating a new mirror on all
servers assigned to the mirror. This is done by trigger-
ing a script on each server by sending a corresponding
request from the Metadata appliance to each server. The
md driver is used to create mirrored volumes on top of
virtual volumes which have been created by the V:DRIVE
environment before. To ensure consistency inside this dis-
tributed environment, the synchronization mechanism of
the md driver is turned off and handled by the metadata
appliance.

To disable the synchronization of disks of the original
md, the creation for an md-device mdx has to be started
with the following parameters:

mkraid --dangerous-no-resync /dev/mdx

Due to restrictions of the md-driver, it is necessary to
unmount all virtual devices being part of the mirror before
starting the synchronization.

After sending a create requests to each server, the meta-
data appliance can immediately start to synchronize the
mirror without waiting for acknowledgements from the
hosts, because V:DRIVE ensures a consistent view even
if a server does not use the md (or at least discovers that
the md volume is not used).

The synchronization is based on the concept of extents.
In each synchronization round, a single extent is copied
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from the original physical volume to the mirror physical
volumes. The size of the extent has got an influence on
the time required for the synchronization, but also on the
system performance during synchronization.

Before starting the copy process, the access to the ex-
tent has to be locked in each server and information be-
longing to the extent has to be written back from the buffer
cache of the server to the original volume (for a detailed
description of this process, see the next section). After the
extent has been copied to its mirror locations, the access
to the extent is unlocked again. The synchronization ends
after every extent has been copied to all of its mirror lo-
cations. The metadata appliance sends a synchronization
finished packet to all servers belonging to the mirror and
each server can switch back to normal access mode for the
mirrored volume, including that it is allowed again to read
from the original copy and all of its mirrors.

The time required for the synchronization process and
the performance of the environment during synchroniza-
tion strongly depends on the size of the extents:

o The number of synchronization rounds is equal to the
number of extents. Therefore, minimizing the extent
number by choosing large extents also minimizes the
number of synchronization rounds.

e The probability of blocking accesses during a syn-
chronization round increases proportional to the size
of an extent (this is of course only true if accesses are
equally distributed about the address space).

Measurements concerning the trade of between a fast
synchronization and a high performance during synchro-
nization are presented inside section 4.

3.3 Locking of Extents inside V:DRIVE

Besides a kernel module, each V:DRIVE server runs a
small user space program that listens for TCP/IP config-
uration requests from the metadata appliance. One of the
possible configuration requests is the request for locking
and synching an extent.

Fig. 3 outlines the process for the first three steps of
a synchronization round. After the user space part re-
ceives a request packet to lock and synchronize an extent,
this information is forwarded to the kernel module via an
ioctl()-command (see e.g. [5]). After getting the ioctl()-
command, the kernel locks in a first step the extent inside
the extent cache. This means that every future request is
delayed inside the make_request () -function until the
extent is unlocked again.

After locking the extent, all data belonging to the extent
residing inside the buffer cache is flushed to its physical
disk and the ioctl()-command returns back to user space,
sending an acknowledge to the metadata appliance.
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Figure 3: Locking and synchronizing an Extent.

Unlocking the extent is also done via a TCP/IP configu-
ration request to the user space port for all servers belong-
ing to a mirrored volume.

3.4 Special Properties of the V:DRIVE envi-
ronment

In this section we will briefly discuss special properties of
V:DRIVE related to the synchronization and recovery of
distributed RAID environments.

As discussed in section 2, the metadata appliance of
V:DRIVE keeps track on all extents inside the storage
environment and it is aware on which extents have al-
ready been accessed by a simple lookup into the under-
lying database. This knowledge enables V:DRIVE to sig-
nificantly decrease synchronization and recovery time. In
V:DRIVE it is not necessary to synchronize all data that
could be possibly stored on the virtual volume, but only
the amount of data that has really been accessed and al-
tered since the creation of the virtual volume. E.g., if a
virtual volume with a virtual capacity of 2 TByte has to
be synchronized at creation time of a mirror, but the vol-
ume only stores 200 GByte of data, only these 200 GByte
of data have to be copied to their mirror locations. In this
simple example, the synchronization time decreases by a
factor of 10.

3.5 Transferring the concept into the origi-
nal MD driver

The protocols described inside this section can be directly
transferred into the original md environment, assuming
that synchronization and recovery is transferred into an
additional user space program, taking over the part of the
metadata appliance inside the V:DRIVE environment.

Also it is simple to transfer other RAID schemes into
the distributed RAID environment. For standard accesses,
the md driver takes care of parity creation, for synchro-
nization and recovery these algorithms have to be trans-
ferred into the metadata appliance.
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4 Measurements

In this section, we present experimental results for the dis-
tributed md environment. The measurements focus on the
performance during synchronization and recovery. All of
the measurements are based on synthetic benchmarks to
outline the main properties of the distributed md environ-
ment. In particular, we focus on measuring throughput
and average response time of the system during synchro-
nization and recovery.

In this section, we only present one comparison be-
tween the original md and the distributed md version.
There are two reasons for this:

e During synchronization, performance is obviously
better in the original md-environment. This is quite
simple to see: There has not to be a write back of
the cache content to the physical volumes during
synchronization and parts of the synchronization can
even be done inside the cache.

e After synchronization and without recovering from
disk failures, there is nearly no difference in perfor-
mance between the original md environment and the
distributed environment inside each server. Accesses
from the md driver are passed through to V:DRIVE
that is also passing the accesses through to the under-
lying virtualized physical disks.

The only distinction between standard md and the dis-
tributed version in normal mode is that the distributed ver-
sion can be configured to forward all read accesses to the
primary copy of a mirror. This is helpful in many cased
when mirroring is used to build a copy from a fast storage
system to slower storage media.

Due to space limitations, we will not present sequen-
tial and random access results for read and write tests for
all possible scenarios. Nevertheless, we have tried to mix
the test cases in a way that the influence of read and write
accesses and the influence of sequential and random ac-
cesses can be reconstructed from the set of presented mea-
surements.

4.1 Measurement Environment

The performance measurements have been done using
three Linux servers. Server A is a single-processor servers
with a 2.4 GHz Intel Xeon processor, Server B is a double
processor server with two 2.4 GHz Intel Xeon processors.
Both servers have 1 GByte of main memory, a local 40
GByte hard disk, a QLogic 2310 FC HBA, and Fast Ether-
net connections. Furthermore, an additional server is used
as metadata appliance for the V:DRIVE environment. The
metadata server is equivalent to server A. All servers run a
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Linux operating system with a 2.4.21 kernel. The servers
are connected with each other via a Fast Ethernet switch.

All servers are connected to a Transtec 3000 JBOD sys-
tem via a 2 GBit/s fibre channel network. The fibre chan-
nel array houses fourteen fibre channel hard disks with a
raw capacity of 73 GByte each. Each disk is exported as
two 12 GByte partitions to the servers. The disks are not
grouped by any internal RAID scheme. The tests have
been run using the IOMeter benchmarking environment
[11]. The load generators run on Server A and Server
B, the management console for the [OMeter environment
runs on an additional Microsoft Windows PC, connected
to the servers via a Fast Ethernet switch.

4.2 Mirror Synchronization

Mirror volumes can be created by either creating a mir-
ror from scratch or by creating a mirror from an already
existing volume and synchronizing the content of this vol-
ume to its mirror volume. As described in section 3, both
the original md and the distributed md are able to perform
synchronization on-line. This is only restricted by the ob-
vious fact that the original virtual volume has to be taken
off-line before creating (not synchronizing) and mounting
the md volume.

Inside this first tests presented in this subsection, the
sequential read behavior during the creation and synchro-
nization of a distributed mirror from an already existing
virtual volume is described. The aim of this measure-
ments is to show the influence of the number of physical
disks inside a storage pool on performance during syn-
chronization. For the first test, we only use a single server
accessing the data.

For the tests, two virtual volumes have been created
from different storage pools. The size of the virtual vol-
umes is 12 GByte each. All physical volumes belonging
to the partitions inside the first storage pool are disjoint
from the physical volumes belonging to the partitions in
the second storage pool. The extent size is 16 MByte.
The number of physical disks inside each pool is chosen
between 2 disks and 6 disks.

Before starting the tests, 11 GByte of data are stored on
the primary virtual volume. Afterwards, the MD is created
and mounted. The load is generated by a single IOMeter
worker thread. The throughput and the average Latency of
the system is measured reading 4 KByte Blocks sequen-
tially. The maximum number of outstanding 1/Os is 16.

Figure 4 shows the performance during synchroniza-
tion dependent on the number of disks inside each stor-
age pool. The results clearly indicate that the number of
disks inside each storage pool has a big impact on system
performance during synchronization. Storage through-
put during synchronization is in the order of 30 MByte/s
for two physical disks inside each storage pool up to 48
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Figure 4: Sequential read performance during mirror synchronization.
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Figure 5: Synchronization inside distributed environment with two servers.

MByte for 6 physical disks inside each pool (see 4(a)).

The reason for this is beside better performance for
standard accesses that the distributed locking protocol
synchronizes one extent at a time. Only accesses to the
extent currently being synchronized are delayed and only
the caches for these physical disks have to be written back,
all other accesses are performed normally.

Fig. 5 outlines the synchronization behavior for two
servers accessing the synchronized volumes in parallel.
The tests has been performed with the same parameters
as the test described before, only the size of each storage
pool has been fixed to four disks. The first server access-
ing the mirrored volumes is a single-processor server, the
second server is a dual-processor server. It can be seen
that the computing performance of the server itself has
also strong impact on its storage performance. It can also
be seen that the combined performance of the servers is
scaling well even during synchronization.
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4.3 Recovery of failed Disks

One of the core features of V:DRIVE is to be able to opti-
mally adapt to any changes of the underlying storage con-
figuration by using an efficient replacement mechanism
which copies all data from the disks that are to be removed
to a new location inside the storage pool.

This subsection shows the influence of the replacement
process on system performance during recovery of a failed
disks. As in the section before, we created two virtual vol-
umes with 12 GByte each from two different and disjoint
storage pools, each of which initially contains 6 physical
partitions. The extent size is 16 MByte. An 12 GByte md
volume has been created on top of the virtual volumes and
11 GByte of data has been stored on the md volume. The
measurements have been performed by a single IOMeter
thread for sequential read accesses, 4KByte block size and
a maximum of 16 outstanding I/Os.
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Figure 6: Sequential read performance during data recovery.

Fig. 6 shows the results for removing 2, 3, 4 or 5 disks
from the system three minutes after the start of the tests.
The environment then automatically starts the recovery
process on the remaining disks inside the storage pool.
The recovery process has taken less than 20 minutes inde-
pendent on the number of failed disk while the throughput
remained at nearly 60 MByte/s and the average latency
has been still around 1 ms.

4.4 Influence of Extent Size on Synchro-
nization Time

A free optimization parameter for synchronization and re-
covery is the extent size chosen for the storage pools. This
extent size is equal to the number of rounds performed in-
side the distributed synchronization and recovery protocol
and it is proportional to the time required to copy the ex-
tent from its original location to its target location.

Fig. 7 outlines the influence of the extent size on the
performance during synchronization of a 12 GByte vir-
tual volume. It can be clearly seen that smaller extent
sizes have much smaller influence on performance during
synchronization. This is especially true for the average la-
tency, which has been up to 1 s for 512 MByte extents (see
Fig. 7(b)).

It is important to notice that the tests have not started at
the same point in time, even if this seems to appear from
the measurement results. The time required to perform
synchronization becomes smaller for larger extent sizes.

4.5 Influence of Parallelism inside MD

At the beginning of this section it has been stated that the
influence of the distributed RAID enhancements can be
neglected after synchronization and recovery. Accesses
during normal runtime are just forwarded from the md
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driver through the virtual volumes under the management
of V:DRIVE to the physical disks.

For the case of read accesses this is not always true.
It is possible to choose inside the V:DRIVE environment,
whether all accesses should be served by the primary copy
or if the read requests should be distributed according to
the load balancing algorithms inside md. This choice has
been introduced for storage environments combined from
very fast primary storage and slower archive disks.

Fig. 8 outlines the influence of this choice, if all stor-
age devices belong to the same class of storage. For these
tests, random read performance for mirrored storage pools
with two, respectively four disks in each storage pool has
been compared. It can be seen that the performance of
a mirrored storage pool with load balancing enabled is
nearly as fast as the performance of a storage pool with-
out load balancing enabled, but with double the number
of disks. Therefore, the load balancing schemes inside
md seem to be nearly optimal.
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