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Abstract
Storage Area Networks (SANs) have the
virtues of high scalability, high

availability and high performance. On
the other hand, their storage
virtualization systems are not
compatible with multi-operating systems,
and it is hard for the virtualization
storage management system to manage
multi-type storage. This paper proposes
a new virtualization storage
management model for SANs: Virtual
Intelligent Control System (VICS). It
includes three layers, the logical storage
management layer, the virtualization
layer and the storage resource
management layer. With the logical
management layer and the storage
resource management layer the VICS
can manage multi operating systems and
is compatible with various storage
systems. The VICS controls the storage
resources through the FC network and
applies the LUNs for various operating

systems, giving wusers a uniform
management interface. The VICS
system employs functions such as

storage virtualization, and LUN zoning,
and it supports the management of disks
and tapes. Furthermore, a cache
mechanism is also designed in the VICS,
which improves the SAN’s performance.
We implemented a prototype of the
VICS, subsequent testing proved that the
VICS makes the SAN systems more
compatible and easier to manage.

1. Introduction

Storage Area Networks (SANs) [!+2!
use a net-oriented storage structure,
which enables the separation of data
processing and data storage. SANs have
the virtue of high availability and
scalability, high I/O performance, and
data sharing. SANs employ backup,
remote mirroring, and virtualization
functions, which has made them more
popular. The storage
management system can manage various

virtualization

storage systems which still provide one
uniform interface for users. But at this
time the management of the SAN
systems is not compatible with multi
operating systems. Various storage
systems, such as XIOtech Bl 1BM ¥
EMC [5], all have their own virtualization
management systems, which add extra
complexity and difficultly. Furthermore,
the incompatibility between them makes
the management of SANs more complex,
and unified storage management is
difficult to achieve.

The LVM [ and EVMS ") storage
virtualization systems run on host
servers, but they can only be used for
one certain operating system. The
XIOTech and other storage systems can
implement storage

management at the device level and are

virtualization

suitable for multi operating systems, but
they can only manage their own storage
system. StorAge ™! has developed an
out-band virtualization system which
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can manage various storage system. It
has
determinate operating systems through
the agent program running on its servers.
It introduces extra work for the hosts,
and it is still complicated for users to
manage. What’s more, the extra agent
running on the servers bring additional
risk and complication for users.

This paper introduces the Virtual
Intelligent Control System (VICS), a
storage
system based on storage area networks.
The VICS splits the traditional SAN into
a host SAN and a device SAN. The host
SAN is made up of the multi servers and
the networks; the various storage
resources and the network for them
make up the device SAN. The VICS
controls both the device SAN and the
host SAN and offers
management interface for the user. The
VICS has broad compatibility with multi
operating systems and with various
storage resources. Figure 1 illustrates the
architecture of a SAN system with a
VICS.

In order to validate the VICS, we
implemented a prototype of it. This
prototype could apply functions such as
volume online resizing/creating,
snapshot, LUN-mapping and other
virtualization functions. The VICS is
also compatible with multi operating
systems. Furthermore, it is also suitable
for IP networks and FC networks. The
VICS has excellent compatibility and
scalability. We tested the performance of
the prototype, and the result showed that
the VICS only introduced a little latency
for SANs, and the cache mechanism in
the VICS could greatly improve the
SAN’s performance.

limited compatibility with few
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Figure 1 Architecture of a SAN with VICS

2. Related Work

VIC

A\

B

Now the most popular networks for
SANs are FC and IP. With the
publication of the iSCSI standard, the
development of the IP SAN has
progressed greatly. Now the Intel ! and
the University of New Hampshire have
their own iSCSI implementation "',

There have been many studies on
the volume management software. We
researched the Sistina Company, which
used the global file system (GFS) ' as
a parallel file system in a SAN
environment, and issued the logical
volume manager (LVM) as a part of a
Linux kernel. They provided a plan for
the virtualization of storage in single
systems. IBM also used EVMS to solve
this problem !\, The SANtopia volume
management is a storage virtualization
system based on hosts ! Another
example of work on the logical volume
is the GFS’s Pool Driver ! It is a
logical volume manager for SANs in
Linux. It also builds virtual volumes for
file systems and is a cluster aware driver,
but it can only be used with the Linux
OS.

We the SCSI
initiator driver and target driver for the
ISP HBA in TH-MSNS "% Based on it
we developed the VICS.

also researched
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Figure 2 the architecture of the VICS

3 Architecture of the VICS

Figure 2 shows the VICS’s
architecture. The system works on the
network layer. It manages all the storage
resources storage
virtualization, and LUN zoning. The
VICS captures all the SCSI T1/O
commands and transfers them to the
proper storage to implement.

3.1 Overview of the VICS

The VICS splits the SAN into a
device SAN and a host SAN. The host
SAN enable the VICS to be compatible
with multi operating systems, and the
VICS controls the different storage
systems through the device SAN. Figure
2 shows the software architecture of the
VICS, which includes three layers: the
logical storage management layer, the
virtualization layer and the storage
resource management layer. The logical

and implements

storage management layer implements
the LUN zoning and enables the
multiple operating systems to become
uniform. The virtualization layer
provides the virtualization functions.
The storage resource management layer

11

controls the device SAN, detects various
storage systems and implements the
cache mechanism.

3.2 The logical storage management
layer

The logical storage management
driver receives the SCSI commands and
messages from the target driver (iSCSI
or FC HBA target driver), and then
sends them to the proper logical disks.
The interface between the target driver
and the logical storage management is
designed to be suitable for the IP-SAN
and the FC-SAN. The main functions of
the logical storage management layer are
explained below.

(1) The logical storage management
layer allows the VICS to be compatible
with different target drivers. With this
function the VICS can be implemented
in both the FC-SAN and the IP-SAN.
The interface is designed as Ref [14].

Figure 3 shows the SCSI command
flow. When a new command is received,
the target driver calls the rx cmnd() to
notify the VICS. After handling the
SCSI command, the VICS calls the
xmit_reponse() function to notify the

11
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target driver of the completion of the
command. If the command is a write
command, the VICS first informs the
target driver that the buffer for the data
is ready first. This is implemented
through the rdy to xfer() function.

VIC System

3 A
mx_cmnd() rdy;to_xfer()

scs| i_m_data () ‘
command V | xmit_response()
queue ¢ T |
( HBA TARGET DRIVER )
FC NETWORK

Figure 3 the SCSI command flow in VICS

With this interface the VICS is able
to work well with the iSCSI target driver
and the FC HBA target driver.

(2) The logical storage management
layer should implement the LUN zoning
function to manage the logical storage
resources. The logical storage resource
access mode includes several grades:

RW: the corresponding host can
read from and write to the logical
volume freely.

RO: the corresponding host can only
read data from the logical volume.

DENY: the corresponding host
cannot access the logical volume.

To implement this function, the
logical storage
identifies one unique number for every
host (for example, the MAC address, IP
or WWN of the FC Network). The
logical storage management layer keeps
one resource table dynamically. One

management layer

possible example is shown in table 1.
The storage manager can read/modify
the grades through the management
software applied by the VICS.

Table 1 LUN Zoning Table

scsi_target_done()

12

VDI VD2 VDn
ServerA RO DENY RW
ServerB RW RO RO
ServerX DENY RW RO

3.3 The virtualization layer

The virtualization layer implements
the storage virtualization management
function for the VICS.
several physical disks (PD) to form
storage container (SC). All the storage
space is split into the same size of
segments, which default is 32MB. The
unassigned space of segment named free
segment (FS), others, which are used for
virtual disks (VD), are named physical
regions. Then, all the storage resource is
organized as figure 4. All the metadata
for the virtualization layer is stored at
the first part of the physical disks,
including the UUID number for the
physical disk. Generally speaking, the
PD information and the VD information
of SC is less then 1MB for a 73GB disks,
so the space for the metadata of
virtualization layer is very few.

As shown in figure 4, all the VD are
made up of the PS. Normally, these PS
come from different PD to improve the

It connects

performance with this structure, the
layer offer the
such online

virtualization can
functions
resizing/creating and so on. For example,
if the VD_A need to extend from 50GB
to 100GB, the virtualization layer can
just arrange FS link to the end of VD_A
for 100GB. The VD can be extended if
there were free space (or FS) in the SC.

The address-mapping is also very
important for this layer. If the SCSI
command’s logical address is LA and
the logical volume number is LV, the
address-mapping manager would map
them to the proper PS and offset.

as
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Figure 4 the architecture of space organization

The address-mapping maybe is
linear mode or stripe mode, which are
very simple. But VICS’s mapping mode
is complex. With Stripe Mode, data with
a fixed size are sent to different PDs one
by one, and the performance of the VD
would be better. The virtualization layer
implemented the address mapping work
in three steps:

(1) Find the proper VD according to
the LUN number with the SCSI
commands;

(2) Find the corresponding PS by
comparing the LBA in SCSI command
and PS size, then get the proper PD
information;

(3) Convert logical address to actual
address and read/write the data.

With these 3 steps this layer can
convert the (CD, LBA) to the (PD, offset)
and read/write data. Figure 5 shows it.

| LUN | LBA
SC
VD VD sEsEmEns VD
"pd_num '_pd;r_w_um "pd_num|
ps |start_sg | |start_sg| | |start_sg|

size size size

Figure 5 address-mapping

|
|
/
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Another important function of the
virtualization layer is snapshot. The
snapshot function can make a static data
copy of a whole VD very fast and
without stopping the data service; so
many online backup systems use this
characteristic to backup data. The
snapshot is implemented with a
technology named COW (copy on write).
Kim and others improved the traditional
snapshot technology and we have
adopted  this
implement this function ). The detail

improved method to

information can be found in the ref. 15.

3.4 Storage resource management
layer

The storage resource management
layer deals with various disks, and
employs the determinate interface for
the virtualization layer. It receives the
SCSI commands from the virtualization
layer, and sends them to the various
disks or tapes. The main functions of
this layer include:

(1) Providing the virtualization layer
with a uniform interface. This layer
screens the difference between the disks
for the virtualization layer. The RAID
algorithm is also implemented in this
layer.

(2) Implementing the DISKIO and
TAPEIO. With the DISKIO, the VICS
can control the disks. The VICS also can
control the tapes with the TAPEIO. The
DISKIO deals with the SCSI Block
Commands, and the TAPEIO deals with
the SCSI Stream Commands. The
virtualization layer uses the disks to
construct virtual disks, while the backup
system uses the tape to back up data.
The storage resource management layer
distinguishes the SCSI commands and
sends them to the proper 1O driver.

3)

Implementing the
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communication mechanism. Multi VIC
nodes communicate with each other. For
example, two VIC nodes can form a
failover system through the
communication mechanism. The
metadata and the configuration data can
be kept synchronous with each other.

(4) Implementing the cache
mechanism for the VICS. The VICS can
use the RAM as a data buffer to improve
the performance of the storage system.
In this mechanism, many algorithms for
systems,
optimizations, should be implemented,
as they dramatically improve block
device’s I/0 performance.

The VICS is constructed of the three
layers mentioned above. These three
layers have clear functions and a clear
interface, so the VICS can provide a

cache such as read-ahead

uniform management interface for users
and it is compatible with multi operating
systems and various storage systems.
The storage virtualization management
system gives users a more intelligent
and accessible storage management
technique.

4. Performance Evaluation

In order to prove the benefits and
compatibility of the VICS and test its
performance, we implemented a
prototype of the VICS based on the
TH-MSNS "4 This prototype supported
the disk arrays and tape devices. The
cache mechanism also
implemented.

In testing configuration, the server’s
operating systems included the RedHat9,
Windows 2000, FreeBSD, Windows XP,
NetWare and Solaris SAPRC, and the
storage systems included FC-DISK
JBOD, XIOTech FC-DISK, SCSI disk
array, IDE disk array and a tape device.

was

14

These devices were connected with each
other through on FC network with a
bandwidth of 2Gbps. The different
operating systems and various storage
systems formed a complex SAN. Figure
6 shows the hardware architecture of the
test environment.

S RedHat9 IN2 000

e e — e —

[VIC Node| |VIC Node| 1

= == §

JBOD TAPE DEVICE XIOTech

Figure 6 hardware architecture of the test
environment

4.1 Testing configuration

The initiator server machines
include a Xeon 2.4G CPU, 1GB RAM
and a Qlogic2300 HBA for the Fiber
Channel. The operating system is
different with each to test the
compatibility of VICS. The VIC servers
included two Xeon 2.4G CPUs, 1GB
RAM and two Qlogic 2300 HBAs for
the Fiber Channel. One Qlogic HBA was
working in the initiator mode and the
other was working in the target mode.
The VICS modules were running on
these servers. The FC switch type was
the Brocade Silkworm 3200. This switch
provides 2Gbps bandwidth for the FC
Channel.

The storage device for the SAN was
a little complicated. One FC _JBOD was
connected to the device SAN. This
JBOD included five Seagate FC disks. A
IDE and a SCSI array were connected to
the device SAN through the I/O control
machine, same with a tape device.

4.2 Testing Results
We evaluated the performance of



the VICS with the iometer, which is a
standard benchmark used for measuring
I/O performance. This benchmark was
originally developed by Intel, and it can
measure the read/write performance in a
sequential/random manner and test the
I/O latency.

Figure 7 shows the SAN’s read
throughput, and Figure 8 shows the
SAN’s write throughput. The cache
the  VICS
performance with the cache mechanism.
The results show that the VICS and the
SAN had the same performance. This
proves that the VICS had little influence
on performance, as the VICS only
modifies and transmits the SCSI
commands in the RAM, and these
operations are much faster than those on
the disks. The VICS -enhanced the
SAN’s functions, so the slight effect on
latency (< 1%) is acceptable. Figure 9
shows the average response time in the
three conditions. The result shows that
VICS has little influence on the latency
of 1O operations, since the latency of the
VICS and the FC network is much less
than the disks. What’s more, the cache
mechanism can greatly improve the
VICS’s performance. The cache system
used 512MB RAM as the data buffer in
the test environment. With the cache
implementation, the throughput of the
VICS increased from 110MB/s to
130MB/s. The average response time of
IO was reduced greatly, proving the
cache mechanism of VICS can improve
the SAN’s performance.

In testing environment, all the
servers with different OS could access
LUN correctly, and the VICS could
control the various storage systems well.
This proves that the VICS is compatible
with multi OS and with various storage

throughput  represents
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systems.
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5. Conclusion

This paper proposed a storage
virtualization management system based
on the storage area network. The new
model includes three layers: the logical
storage  management  layer, the
virtualization layer and the storage
resource management layer. The three
layers, which have their own interface
and functions, make up the VICS, which
is a storage management system with
high scalability compatibility.
Compared with other virtual storage
systems for SANs, the VICS has some

and

15
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obvious advantages:

(1) By splitting the SAN into a
device SANs and a host SANs and
introducing the network management
layer, the VICS can control and manage
the SANs more directly and easily.

(2) The VICS is compatible with
multi operating systems. The VICS does
not need an additional
client/agent/driver to run on the hosts.
This conserves the power of the hosts
predigests  the
complexity.

(3) The VICS centralizes the storage
resource and provides one uniform
interface for the manager. It can manage
the various storage resources and screen
the differences between them for users.

(4) The VICS slightly influences the
performance of the SAN, and the cache
mechanism in the VICS can greatly

and management

improve the performance.
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